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[bookmark: _Toc194057174][bookmark: _Toc525894099]Introduction 
The Australian Human Rights Commission (Commission) welcomes the opportunity to provide input to the Human Rights Council Advisory Committee (Advisory Committee) on technology-facilitated gender-based violence (TFGBV). The Commission welcomes further opportunities to engage with the Advisory Committee on this topic.
UN Women defines TFGBV as any act that is committed, assisted, aggravated, or amplified by the use of information communication technologies or other digital tools, that results in or is likely to result in physical, sexual, psychological, social, political, or economic harm, or other infringements of rights and freedoms.[endnoteRef:2] [2:  UN Women, FAQs: Digital abuse, trolling, stalking and other forms of technology-facilitated violence against women, https://www.unwomen.org/en/articles/faqs/digital-abuse-trolling-stalking-and-other-forms-of-technology-facilitated-violence-against-women ] 

[bookmark: _Toc194057175]Negative impacts of TFGBV on Human rights
Question one: Which human rights are negatively impacted by technology-facilitated gender-based violence (hereafter: TFGBV) against women and girls?
With the rapidly evolving nature and accessibility of technology has come an increased risk of harm of perpetrators misusing it.  
Technology-facilitated violence often manifests as a form of gendered violence and abuse, with perpetrators using mobile, online and other technologies to stalk, monitor, threaten, sexually harass and abuse victims.[endnoteRef:3] [3:  The Women’s Services Network, Technology and Violence against Women, <https://wesnet.org.au/wp-content/uploads/sites/3/2023/02/Technology-and-violence-against-women-Policy-position-statement.pdf>.] 

While all people can experience technology-facilitated abuse, some victim-survivors are more likely to experience it within family, domestic and sexual violence, and struggle to access support.[endnoteRef:4] The Office of the eSafety Commissioner (eSafety) reported that:  [4:  Office of the eSafety Commissioner (‘eSafety’), Literature scan of tech-based family, domestic and sexual violence, October 2023 <https://www.esafety.gov.au/sites/default/files/2023-10/Technology-facilitated-abuse-family-domestic-sexual-violence-literature-scan.pdf?v=1718709085558>. ] 

· 99.3% of Australian family, domestic and sexual violence practitioners had clients who experienced technology-facilitated family and domestic violence,  
· 62.3% of the 2,956 Australian adults surveyed (18-54) had experienced technology-facilitated sexual violence,  
· 72% of Australians who used a dating app or website experienced sexual violence,  
· Perpetrators of technology-facilitated sexual violence are more likely to be men than women,
· 9060 image-based abuse reports were handled by eSafety in 2022-2023, a 117% increase from the previous year.[endnoteRef:5] [5:  eSafety, Literature scan of tech-based family, domestic and sexual violence, October 2023 <https://www.esafety.gov.au/sites/default/files/2023-10/Technology-facilitated-abuse-family-domestic-sexual-violence-literature-scan.pdf?v=1718709085558>.] 

Research also demonstrated that Aboriginal and Torres Strait Islander women, sexuality and gender-diverse people, culturally and racially marginalised women, women with disability and women who live in rural areas are more likely to experience technology-facilitated violence.[endnoteRef:6] [6:  eSafety, Literature scan of tech-based family, domestic and sexual violence, October 2023 <https://www.esafety.gov.au/sites/default/files/2023-10/Technology-facilitated-abuse-family-domestic-sexual-violence-literature-scan.pdf?v=1718709085558>.] 

In particular, eSafety has reported on the experience of LGBTIQ+ teens and the fact that they are more likely than the national average to have experienced hurtful and hateful online interactions.[endnoteRef:7] This, in part, is a result of LGBTIQ+ teens being online more frequently than non-LGBTIQ+ teens, due to the sense of safety and, sometimes, anonymity the online world provides them to connect, explore, seek support and express themselves.[endnoteRef:8] [7:  eSafety, Tipping the balance: LGBTIQ+ teens’ experiences negotiating connection, self-expression and harm online, June 2024 < https://www.esafety.gov.au/sites/default/files/2024-06/Tipping-the-balance-June-2024.pdf?v=1718773630129>.]  [8:  eSafety, Tipping the balance: LGBTIQ+ teens’ experiences negotiating connection, self-expression and harm online, June 2024 < https://www.esafety.gov.au/sites/default/files/2024-06/Tipping-the-balance-June-2024.pdf?v=1718773630129>.] 

According to The Economist, some of the most common forms of technology facilitated violence internationally include misinformation and defamation, cyber harassment, hate speech, video and image-based abuse (sharing intimate photos or videos without consent), doxxing (publishing private personal information), violent threats, and unwanted images or sexually explicit content.[endnoteRef:9] [9:  The Economist, Measuring the prevalence of online violence against women, 2020 <https://onlineviolencewomen.eiu.com/>. ] 

Given the rapid nature of the development of these technologies, the law and appropriate support systems are failing to keep up.[endnoteRef:10] Support workers in family, domestic and sexual violence organisations often struggle to respond to technology-facilitated violence and protect the safety of victim-survivors, due to a lack of technical knowledge.[endnoteRef:11] [10:  eSafety, Literature scan of tech-based family, domestic and sexual violence, October 2023 <https://www.esafety.gov.au/sites/default/files/2023-10/Technology-facilitated-abuse-family-domestic-sexual-violence-literature-scan.pdf?v=1718709085558>. ]  [11:   eSafety, Literature scan of tech-based family, domestic and sexual violence, October 2023 <https://www.esafety.gov.au/sites/default/files/2023-10/Technology-facilitated-abuse-family-domestic-sexual-violence-literature-scan.pdf?v=1718709085558>. ] 

Failing to address and prevent gendered violence contravenes the Convention on the Elimination of All Forms of Discrimination Against Women (CEDAW). CEDAW requires all ratifying States to eliminate discrimination against women and girls in all areas and promote women’s and girls’ equal rights. The CEDAW Committee’s General Recommendation 19, adopted in 1992, recognised that discrimination against women, as defined under Article 1 of CEDAW, includes gender-based violence.[endnoteRef:12] General Recommendation 35, adopted by the CEDAW Committee in 2017, went even further to note that violence against women can take a number of forms and occur in a range of settings, “from private to public, including technology-mediated settings.” [endnoteRef:13] [12:  UN Committee on the Elimination of Discrimination Against Women, CEDAW General Recommendation No. 19: Violence against women, 30 January 1992. ]  [13:  UN Committee on the Elimination of Discrimination Against Women, CEDAW General Recommendation No. 35 on gender-based violence against women, updating general recommendation No. 19, CEDAW/C/GC/35, 27 July 2017.] 

[bookmark: _Toc194057176]National policy measures 
Question nine: Has your country introduced any policy, legislation or other initiative to address TFGBV and its impact on women and girls at the national level?
The Australian Federal Government has introduced several legislative measures which may address TFGBV, however the effectiveness and legitimacy of those measures varies.
[bookmark: _Toc194057177]Social media ban 
In December 2024 the Federal Government passed the Online Safety Amendment (Social Media Minimum Age) Bill 2024 (Cth) (Social Media Ban) which requires “age-restricted social media platforms”[endnoteRef:14] to take “reasonable steps to prevent”[endnoteRef:15] children and young people under 16-years-of-age from having accounts.[endnoteRef:16] Captured social media platforms failing to stop such action will be liable to incur a civil penalty of up to 30,000 penalty units (currently $9,390,000).[endnoteRef:17] The Social Media Ban must come into effect no later than 10 December 2025.[endnoteRef:18]  [14:  Online Safety Act 2021 (Cth) s 63C. ]  [15:  Online Safety Act 2021 (Cth) s 63D.]  [16:  Online Safety Act 2021 (Cth) s 63D.]  [17:  Online Safety Act 2021 (Cth) s 63D.]  [18:  Supplementary Explanatory Memorandum, Online Safety Amendment (Social Media Minimum Age) Bill 2024 5 [15] which states the ban will commence no later than 12 months from the date the legislation commences. ] 

 While recognising the importance of protecting young people from potential harms caused by social media, the Commission opposed the Social Media Ban for a number of reasons. These include its negative impact on the enjoyment of human rights, especially by young people and vulnerable or marginalised groups, and the availability of less restrictive alternatives that could achieve protect children and young people from online harms.[endnoteRef:19]  [19:  See generally Australian Human Rights Commission, Submission No. 96 to the Senate Standing Committees on Environment and Communications inquiry into the Online Safety Amendment (Social Media Minimum Age) Bill 2024 (Submission, 22 November 2024). ] 

Social media is neither inherently good or bad. Rather, it functions as a platform by which all people can communicate and engage online. It can lead to negative experiences for many people, including women and girls. For example, women and girls experience hate speech at higher rates than boys and men.[endnoteRef:20] However, social media also allows people to come together and find community both online and offline. This is especially important for girls from marginalised or vulnerable groups who find community and support online, where they are not physically present in their neighbourhoods.[endnoteRef:21]     [20:  eSafety, Mind the Gap (Report, February 2022) 46 Which demonstrates that one in ten children (11%) indicated they have had offensive things said to them online because of their ethnicity, gender, sexual orientation, religion or disability. These experiences were more prevalent 
for females (12%) and those aged 14–17 (14%). ]  [21:  Australian Human Rights Commission, Proposed Social Media Ban for Under-16s in Australia (Webpage) <https://humanrights.gov.au/about/news/proposed-social-media-ban-under-16s-australia>. ] 

Outright prohibition is rarely effective and often has unintended consequences. The human rights impacts of this ban will be far-reaching and may adversely effect: 
· Freedom of expression and access to information;[endnoteRef:22]  [22:  International Covenant on Civil and Political Rights (‘ICCPR’) art 19; Convention on the Rights of the Child (‘CRC’) art 13.] 

· Freedom of association and peaceful assembly;[endnoteRef:23]  [23:  ICCPR art 22; CRC art 15.] 

· The right to education and development;[endnoteRef:24] [24:  CRC arts 28-29.] 

· The right to culture, leisure and play;[endnoteRef:25]  [25:  International Covenant on Economic, Social and Cultural Rights (‘ICESCR’) art 13; CRC art 31.] 

· The right to the highest attainable standard of health, including through access to relevant information;[endnoteRef:26]  [26:  ICESCR art 12; CRC art 24.] 

· The right to privacy.[endnoteRef:27]  [27:  ICCPR art 17; CRC art 16.] 

Of specific consequence to TFGBV is that a prohibition on social media for under-16s will likely have two flow-on effects. Prohibition often pushes people into ‘black market’ or unregulated spaces. By disallowing young people, especially girls, to use social media it may push them to websites and platforms that are unsafe. 
Secondly, by removing under-16s access to social media, the Federal Government has removed the incentive to support and provide digital literacy programs for girls. Under the Social Media Ban, young people, having never learnt how to engage online, may find themselves at 16 being thrust into a digital world without the necessary tools to be safe online and respect women and girls. This is especially concerning given the impact of misogynistic influencers who appeal to young men.[endnoteRef:28] [28:  eSafety, Being a Young Man Online: Tensions, Complexities and Possibilities (Report, 2025) 10.] 

[bookmark: _Toc194057178]Misinformation and disinformation 
In 2023-2024 the Federal Government attempted to pass the Communications Legislation Amendment (Combatting Misinformation and Disinformation) Bill 2024 (Cth) (Bill) to ‘provide the independent regulator, the Australian Communications and Media Authority (ACMA), with powers to combat online misinformation and disinformation’.[endnoteRef:29]  [29:  Department of Infrastructure, Transport, Regional Development, Communications and the Arts, Communications Legislation Amendment (Combatting Misinformation and Disinformation) Bill 2023 – Guidance Note, June 2023, [1.2].  ] 

Under the Bill, ACMA were to be given increased powers to combat misinformation and disinformation where the relevant content caused or contributed to ‘serious harm’ (amongst other things).[endnoteRef:30] The definition of ‘serious harm’ included vilification of a group in Australian society distinguished by gender identity.[endnoteRef:31] If passed, the Bill would have gone some way to removing misinformation and disinformation which vilified people based on their gender identity, possibly reducing the proliferation and impact of TFGBV.   [30:  Communications Legislation Amendment (Combatting Misinformation and Disinformation) Bill 2024 (Cth) s 13.]  [31:  Communications Legislation Amendment (Combatting Misinformation and Disinformation) Bill 2024 (Cth) s 14.] 

However, in the Commission’s view, the Bill did not strike the correct balance between combatting misinformation and disinformation and protecting freedom of expression.[endnoteRef:32] Ultimately the Bill was abandoned, and social media platforms continue to be responsible for addressing misinformation and disinformation online in accordance with their own standards and policies and the voluntary Australian Code of Practice on Misinformation and Disinformation. This comes at a precarious time as self-regulation efforts appear to be weakening globally, reducing protections for the rights of women and girls (discussed below).  [32:  See generally, Australian Human Rights Commission, Submission No. 66 to the Senate Standing Committees on Environment and Communications on the Communications Legislation Amendment (Combatting Misinformation and Disinformation) Bill 2024 (Cth) (Submission, 07 October 2024) ] 

[bookmark: _Toc194057179]Digital duty of care 
In late 2024 the Federal Government announced plans to legislate a digital duty of care which places an onus on social media platforms to take reasonable steps to address and prevent foreseeable harms.[endnoteRef:33] This was further supported by the Rickard statutory review of the Online Safety Act 2021 (Cth) which also recommended a duty of care be established to address the proliferation of online harms.[endnoteRef:34]  [33:  The Honourable MP Michelle Rowland, New Duty of Care Obligations on Platforms will keep Australians Safer Online (Media Release, 14 November 2024) <https://minister.infrastructure.gov.au/rowland/media-release/new-duty-care-obligations-platforms-will-keep-australians-safer-online>.  ]  [34:  Delia Rickard, Report of the Statutory Review of the Online Safety Act 2021 (Report, October 2024) rec 4.] 

A duty of care is to be preferred over blunt tools, like social media bans, as it requires online environments to be safe for all people – especially women and girls who are disproportionately impacted by TFGBV online. However, the details of such a policy are critical and the Commission looks forward to engaging with the Federal Government to ensure that the proposed legislation strikes the right balance. This is a fundamental change in how social media is regulated and could have positive implications for combatting TFGBV in the future. 
[bookmark: _Ref190940538][bookmark: _Toc194057180]Self-regulation
[bookmark: _Ref190940552]Question fifteen: What is the role of self-regulation of industry in addressing TFGBV and are there good practices in that regard?
There have been a number of recent reforms designed to strengthen digital guardrails in Australia. These initiatives range from proposed regulation of artificial intelligence,[endnoteRef:35] criminalising the transmission of deepfake pornography[endnoteRef:36] and implementing an early review of the Online Safety Act 2021 (Cth). [35:  See Department of Industry, Science and Resource, Safe and Responsible AI in Australia: Proposals Paper for Introducing Mandatory Guardrails for AI in High-risk Settings (Report, September 2024).]  [36:  See Criminal Code Amendment (Deepfake Sexual Material) Act 2024 (Cth).] 

[bookmark: _Ref190940556]These efforts come at a critical juncture as in 2025 social media platforms and technology companies have been winding down protections, where they are not required by law. For example, Meta has announced it will be removing third party fact checking and has introduced changes to its hateful conduct guidelines that weaken protections for LGBQTIA+ people by now allowing “… allegations of mental illness or abnormality when based on gender or sexual orientation …”.[endnoteRef:37] Meta is just one example, with other platforms and companies also relaxing their efforts to self-regulate. In this changing landscape, self-regulation is becoming a less viable method for protecting and promoting the rights of women and girls.  [37:  Meta, Hateful Conduct Policy (Webpage) <https://transparency.meta.com/en-gb/policies/community-standards/hateful-conduct/>. ] 

[bookmark: _Toc194057181]Human rights impact assessment tools
Question eighteen: Are there mechanisms or good practices on assessing the impact of new technology (at the development or functioning) on TFGBV (e.g. impact assessments)? 
Human rights impact assessment (HRIA) tools assess how a new product, service, law or policy will engage human rights. They also provide a framework for ensuring adequate rights protections. HRIA tools are useful when developing or deploying AI tools which may have human rights impacts on all people, including women and girls.
As noted in the Human Rights and Technology Final Report:
	HRIAs are increasingly being used by government, the private sector and civil society organisations to measure the risk to human rights posed by their activities, ensure that measures are put in place to address human rights risks, and support the availability of remedies for any human rights infringements.[endnoteRef:38] [38:  Australian Human Rights Commission, Human Rights and Technology Final Report (Report, 2021) 98.] 

The Commission’s previous work has found strong support from the public and private sectors for the Australian Government to develop an HRIA tool and associated guidance for AI-informed decision making.[endnoteRef:39] Given the significant potential threat posed to women and girls in these digital spaces, HRIAs can play an important role in helping businesses understand and address these impacts. These kinds of diligence processes are in line with the OECD Guidelines for Multinational Enterprises on Responsible Business Conduct in respect of actual and potential adverse impacts related to science, technology and innovation.[endnoteRef:40] [39:  See generally Australian Human Rights Commission, Human Rights and Technology Final Report (Report, 2021).]  [40:  Organisation for Economic Cooperation and Development, ‘OECD Guidelines for Multinational Enterprises on Responsible Business Conduct’ (Guidelines, 08 June 2023) 46.] 
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