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1 Introduction  
1. The Australian Human Rights Commission (Commission) welcomes the 

opportunity to make this submission to the Special Rapporteur on 
Contemporary Forms of Racism (Special Rapporteur) in response to the 
call for input on artificial intelligence (AI) and racial discrimination. 

2. The role of the Commission is to work towards a world in which human 
rights are respected, protected and fulfilled. The Commission has 
expertise on the intersection between technologies and human rights.  

3. The Commission has previously provided submissions to the United 
Nations (UN) on the human rights impacts of AI, including:  

• Global Digital Compact submission; and 

• UN High-Level Advisory Body on AI submission.  

4. Equally the Commission has provided numerous UN-level submissions on 
racial discrimination. Most recently, the Commission provided input to the 
Committee on the Elimination of Racial Discrimination on General 
Recommendation No. 37 (2023) on racial discrimination in the enjoyment 
of the right to health. 

5. The Commission welcomes further opportunities to engage with the 
Special Rapporteur. 

2 AI impact on human rights 
6. Recent developments in AI have affected a broad range of civil and 

political rights, and economic, social and cultural rights.1 For example, the 
previous Special Rapporteur on Contemporary Forms of Racism noted the 
growing use of digital technologies, including AI, to: 

determine everyday outcomes in employment, education, health care and 
criminal justice, which introduces the risk of systemised discrimination on an 
unprecedented scale.2 

7. Examples of how AI can negatively affect human rights are commonplace. 
High-profile examples include AI tools producing racist statements,3 and, 
at the extreme end, a facial-recognition application that mislabelled some 
people with dark skin as ‘gorillas’.4 The rise of generative AI, has created 
additional human rights concerns.5 

 

https://www.ohchr.org/en/calls-for-input/2024/call-input-thematic-report-artificial-intelligence-ai-and-racial
https://humanrights.gov.au/our-work/legal/submission/human-rights-digital-age
https://humanrights.gov.au/our-work/legal/submission/centring-human-rights-ai-global-governance
https://www.ohchr.org/en/calls-for-input/2023/call-contributions-draft-general-recommendation-ndeg37-racial-discrimination
https://www.ohchr.org/en/calls-for-input/2023/call-contributions-draft-general-recommendation-ndeg37-racial-discrimination
https://www.ohchr.org/en/calls-for-input/2023/call-contributions-draft-general-recommendation-ndeg37-racial-discrimination
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2.1 Algorithmic bias  

8. Algorithmic bias arises where an AI product produces an output that 
results in unfairness.6 Algorithmic bias can entrench unfairness, or even 
result in unlawful discrimination.7  

9. Algorithmic bias arises most often due to: 

• problems with the training data 

• the AI system or tool itself  

• existing prejudice and bias built in by human designers and deployers.8  

10. Such flaws can arise, and lead to algorithmic bias, for a variety of reasons. 
Examples include where the AI-informed decision-making system is 
designed in a way that: 

• gives undue weight to a particular data set  

• relies on a data set that is incomplete, out of date or incorrect  

• uses a data set that is affected by selection bias – that is, where the 
data set is not representative of a population so may ultimately favour 
one group over another.9 

11. The use of historical training data creates problems as it may include 
prejudice or bias information which can have adverse impacts for certain 
groups. 

12. For example in 2019, a study discovered that a clinical algorithm, used by 
many hospitals to determine which patients required extra medical care, 
produced racial bias.10 The algorithm was trained on past data on 
healthcare spending, which reflected a trend of black patients having less 
income to spend on their healthcare than white patients – a result of 
systemic wealth and income disparities.11 The algorithm’s outputs 
therefore reflected a discriminatory result whereby white patients 
‘required’ more medical care than black patients.12  

13. The Commission’s 2020 technical paper, ‘Using artificial intelligence to 
make decisions: Addressing the problem of algorithmic bias’, considers 
algorithmic bias in detail. It provides insights and strategies on how to 
mitigate algorithmic bias across several case studies which may assist the 
Special Rapporteur in their work.  

https://humanrights.gov.au/our-work/rights-and-freedoms/publications/using-artificial-intelligence-make-decisions-addressing
https://humanrights.gov.au/our-work/rights-and-freedoms/publications/using-artificial-intelligence-make-decisions-addressing
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2.2 Criminal justice  

14. In the late 1800s Frederick Ludwig Hoffman incorrectly claimed that the 
higher proportion of black men in prison populations was evidence of 
higher criminality.13 This notion was used over the next 50 years to justify 
the racist ‘Jim Crow’ laws.14 Analogously, predictive policing tools which use 
historical arrest and conviction data now risk embedding racist decision-
making in our contemporary criminal justice systems.     

15. Data-driven risk assessment tools are being used to predict the likelihood 
of future criminal behaviour. These tools are being used in a number of 
countries to assist decision making in the criminal justice system, including 
decisions regarding sentencing, bail and post-sentence restrictions on 
people assessed as being likely to commit further crime.15  

16. The use of AI in the criminal justice system engages several human rights, 
including the right to equality and non-discrimination, the right to equality 
before the law, personal security and liberty, the right to privacy, the right 
to a fair and public hearing, the right to procedural fairness, and the 
presumption of innocence.16 

17. A common problem with these tools is that a particular racial or ethnic 
group may have experienced disproportionate scrutiny by police over a 
long period of time which, in turn, contributes to members of that group 
being convicted at a disproportionate rate for particular crimes. Where 
those statistics are used in training data to create risk assessment tools, 
these tools are likely to incorrectly ‘learn’ that members of that group are 
more likely to commit crime,17 rather than recognising this data as being a 
result of past discrimination.   

18. Even where this problem is identified, it can be difficult to address, 
because the risk assessment tool could still rely on an apparently 
unrelated factor which is, in reality, a close proxy for racial or ethnic origin. 
For example, it is common for particular areas or postcodes to be 
populated by people of a similar racial or ethnic background.18 

19. If a risk assessment tool takes account of postcode, this could have the 
indirect consequence of considering race or ethnicity.19 Accordingly, while 
some risk assessment and policing tools give the appearance of neutrality, 
they can reinforce discriminatory outcomes at scale.20 

20. In Australia, there had been a disproportionately high number of 
Aboriginal and Torres Strait Islander peoples subject to the Suspect Target 
Management Program, an algorithm-based tool that NSW Police used to 
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identify individuals at risk of committing criminal offences.21 The program 
was discontinued in 2023. 

21. These issues have led to global calls for the banning of predictive 
algorithms in criminal sentencing.22 

2.3 Transparency and explainability  

22. There is often little publicly available information regarding how these risk 
assessment tools operate, and how they are used to make decisions. This 
can make it difficult, if not impossible, for individuals subject to these tools 
(especially those from racial or ethnic groups who are disproportionately 
impacted by their use in the criminal justice system) to challenge 
decisions, which in turn can limit human rights including the rights to 
liberty and freedom of movement.23 

23. The UN Committee on the Elimination of Racial Discrimination (CERD) 
recently drew the link between black box (or opaque) AI and an inability to 
challenge unlawful decision making:  

Given the opacity of algorithmic analytics and decision-making, in particular 
when employing artificial intelligence methods, discriminatory outcomes of 
algorithmic profiling can often be less obvious and more difficult to detect 
than those of human decisions and thus more difficult to contest.24 

24. Individuals must have the right to request meaningful information about 
substantially automated decisions. A right to reasons in this context will 
assist in promoting fairness and transparency in the use of AI in decision-
making. 

3 Facial recognition technologies 
25. Broadly speaking, facial recognition technology (FRT) uses a combination 

of biometric and AI technologies to match one face with another set face 
(one-to-one matching) or match one face with another amongst a variety 
of others (one-to-many matching).   

26. In late 2020, CERD published a new general recommendation on the 
International Convention on the Elimination of All Forms of Racial 
Discrimination. General Recommendation 36 observed:  

The increasing use of facial recognition and surveillance technologies to track 
and control specific demographics raises concerns with respect to many 
human rights, including the right to privacy, freedom of peaceful assembly 
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and association; freedom of expression and freedom of movement. It is 
designed to automatically identify individuals based on their facial geometry, 
potentially profiling people based on grounds of discrimination such as race, 
colour, national or ethnic origin or gender.25 

27. Currently, FRT is generally less accurate when identifying women, or 
people from minority racial groups, as compared with other people.26 To 
this end, CERD recently concluded:  

It has been demonstrated that the accuracy of facial recognition technology 
may differ depending on colour, ethnicity or gender of the persons assessed, 
which may lead to discrimination.27 

28. These inaccuracies can mean that certain racial or ethnic groups are more 
frequently misidentified and subjected to increased police scrutiny.28 

29. Handling the risks of FRT requires a prudent approach, as the potential 
benefits of the technology must be measured against its potential harms. 
While it has the potential to improve public services and law enforcement 
(i.e. traffic congestion, pollution controls and public security), it can also be 
used for mass surveillance, ethnic profiling, targeted repression and 
privacy violations.29 

30. In 2018 Delhi police used FRT to reunite nearly 3,000 children with their 
parents in just four days.30 This pilot FRT programme had later reunited 
10,561 missing children with their families after only 15 months in 
operation.31 However, the Indian government has also used FRT 
technology in 2020 to facilitate the arrest of protesters of a citizenship law 
which critics contend marginalises Muslims.32 This highlights the potential 
for technologies such as FRT to both strengthen and diminish human 
rights, depending on the particular use to which the technology is put. 

31. The use of FRT against marginalised populations, such as the Muslim 
Uyghur minorities in China’s Xinjiang Uyghur Autonomous Region, is also 
well known.33 The 2022 report by the Office of the United Nations High 
Commissioner for Human Rights that focused on human rights concerns 
in this region described ‘an ever-present network of surveillance cameras, 
including deploying facial recognition capabilities’ as one element of ‘what 
has been alleged to be a sophisticated, large-scale and systematized 
surveillance system in practice’.34 
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3.1 Model law 

32. Due to the impact that FRT can have on all people (especially those who 
are racially or ethnically marginalised), Australian civil society has called for 
regulation via the University of Technology Sydney’s Model Law.35 

33. While it is generally undesirable to regulate a specific technology, there are 
exceptions. Governments tend to regulate technology deemed high-risk, 
which helps to explain the comparatively strict laws which govern fields 
such as gene technology, aviation, healthcare and the energy industry.36 It 
is in these areas that regulation is often applied to both the technologies 
themselves as well as their use. In relation to FRT, the greater the risk to 
human rights, the greater the need for regulation.   

3.2 Moratorium  

34. Due to its high-risk nature, there should be a moratorium on the use of 
FRT in decision making that has a legal, or similarly significant, effect for 
individuals, or where there is a high risk to human rights, such as in 
policing and law enforcement.37 The moratorium should only be in place 
until specific legislation is introduced with effective human rights 
safeguards. 

4 National regulation 
35. Currently there is no AI-specific legislation addressing racial discrimination 

in Australia. However, the Australian Government has recently released its 
Interim Response to the Safe and responsible AI in Australia discussion 
paper as Australia seeks to develop its regulatory and policy responses to 
AI.  

36. The Commission has previously recommended that it be resourced to 
produce guidance on complying with anti-discrimination laws in the use of 
AI-informed decision-making.38 The Commission has recently produced a 
Guidance Resource on Artificial Intelligence (AI) and Discrimination in 
Insurance Pricing and Underwriting and a Human Rights Impact 
Assessment Tool for Artificial Intelligence-informed Decision-making 
Systems in Banking (which directly considered anti-discrimination). 

37. National Human Rights Institutions (NHRIs) play an important role in 
safeguarding human rights, and with the emergence of generative AI there 

https://consult.industry.gov.au/supporting-responsible-ai
https://humanrights.gov.au/our-work/technology-and-human-rights/publications/guidance-resource-ai-and-discrimination-insurance
https://humanrights.gov.au/our-work/technology-and-human-rights/publications/guidance-resource-ai-and-discrimination-insurance
file:///C:/Users/patrick.hooton/Downloads/ai_in_banking_hria_tool.pdf
file:///C:/Users/patrick.hooton/Downloads/ai_in_banking_hria_tool.pdf
file:///C:/Users/patrick.hooton/Downloads/ai_in_banking_hria_tool.pdf
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is an increased need for all NHRIs to engage with these new and emerging 
technologies.  
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